Privacy Policy

North London Collegiate School Jeju (hereinafter “NLCS Jeju”) processes and manages
personal information lawfully and safely in compliance with the provisions of the Personal
Information Protection Act and related laws and regulations to protect the freedom and rights
of data subjects. Following Article 30 of the Personal Information Protection Act, we have
established and disclosed the following personal information processing policy to inform data
subjects of the procedures and standards for personal information processing and promptly and

smoothly handle complaints related thereto.

Article 1 (Purpose of Personal Information Processing)

NLCS Jeju collects the minimum personal information necessary for the following processing

purposes. The collected personal information will not be used for purposes other than the

following processing purposes. For the purpose of use changes, necessary measures will be

taken, such as obtaining separate consent according to the Personal Information Protection Act.

1. Management of student records, ID card or certificate issuance, processing
admissions/withdrawal/transfer applications and requests, sports and afterschool activities
programs management, supporting school events, alumni relations, and school
development.

2. Accounts on classroom digital learning and assessments services.

3. Access to student academic information by parents, school bulk email, and short message
service for school operations and dissemination of information, activity registration.

4. Management of student health records, book loan/return, and student billing.

5. Management of school bus riders.

6. Prevention of unauthorized charges by third parties, and lunch account monitoring.



7. Prevention of unauthorized access by third parties, school health and safety review, law
enforcement investigations.

8. Supporting virtual education, facilitating student/parent and school communication,
archiving audio/visual of school activities and events, child protection, school safety

review, law enforcement investigations.

Article 2 (Processing, Retention Period, and Items of Personal Information Processed)
(1) NLCS Jeju processes and uses personal information within the retention period and usage
according to the laws or within the retention period and use consented to by the data subject.

(2) NLCS Jeju processing and retention period for each personal information is as follows.

Personal information
file name

Processing items

Retention period

School Administration

Management of Student
Records

Student ID number, photo, students’ personal
information (name, birth date, gender,
nationality, resident or alien registration data &
image, address), parents’ and immediate
family’s information (name, occupation and
workplace, contact information, nationality,
special notes, passport data & image, education
history), and student records.

* Sensitive personal information: Nationality,
special note including health, physical, and
Permanent
physiological
characteristics.
* Personally identifiable information: resident
or alien registration number, and passport
number

information, and behavioral

Permanent

Education Technology

Accounts on classroom
digital learning
assessment services

Student ID number, photo, and personal details
(name, gender, parents’ name and email,
minimal birth date if required for age
verification, student

Graduation or end
of school year in
case of
withdrawal.

Student/Parent academic
& activity portals and

Student ID number, student/parent name,
parent phone, member type (student/parent),

2 years after
member




communication services

and mail address.

withdrawal

Student Healthcare

Services

Student ID number, personal details (name,
date of birth, gender, name of parent/guardian,
address, emergency contacts), student health
information (previous medical history, current
medical issues, medications in use), records of
vaccination, and records of medical checkup.

* Sensitive personal information: student
health information (previous medical history,
current medical

issues, medications in use), records of
vaccination, records of medical checkup.

Permanent

Library Services

Student ID number, grade, class, student name,
barcode number, contact number, list of

book loans, photo, address, email address,
parent phone number and email.

6 months after
graduation/

withdrawal

6 months after

parties, school health and safety review, law
enforcement investigations

Student Transportation | Student ID number, grade, student name, | graduation or the
Services contact number of students, parent name, current school
contact number, student’s address year in cases of

withdrawal
Video footage Up to 6 months

CCTV Prevention of unauthorized access by third after date of

recording

Article 3 (Matters Regarding the Processing of Personal Information of Children Under
the Age of 14)

(1) When collecting personal information of children under the age of 14, NLCS Jeju obtains
the consent of the legal representative and collects the minimum amount of personal

information necessary to perform the service.

* Required items: Name, relationship, and contact information of the legal representative

(2) When collecting personal information of children under the age of 14, NLCS Jeju may
require the child to provide minimal information, such as their legal representative’s name and

contact information, and confirm whether their legal representative has consented to one of the



following methods.

* Requiring the legal representative to indicate whether they consent on the internet site
where the consent terms are posted and notifying the legal representative through a text
message on the legal representative’s mobile phone confirming the personal information
controller has verified the indication of consent

» Having the legal representative indicate their consent on the internet site where the
consent terms are posted and receiving the legal representative’s card information, such
as credit card and debit card, if available

* Having the legal representative indicate whether they agree to the consent terms on the
internet site and verifying the legal representative’s identity through mobile phone
identity verification, etc.

* Issuing a document containing the consent terms directly to the legal representative or
delivering it via mail or fax for the legal representative to sign, seal, date, and submit the
consent terms

* Sending an email containing the consent terms and receiving an email from the legal
representative indicating their consent

* Informing the legal representative of the consent terms over the phone and obtaining
consent, or providing instructions on how to check the consent terms, such as the internet
address, and obtaining consent through another phone call

* Other methods similar to the above to notify the legal representative of the consent

terms and confirm the expression of consent

Article 4 (Provision of Personal Information to Third Parties)
(1) NLCS Jeju shall process the personal information of the data subject only within the scope

specified in the purpose of processing the personal information and provide personal



information to third parties only in cases falling under Articles 17 and 18 of the Personal
Information Protection Act, such as the consent of the data subject or special provisions of the
law. Otherwise, the data subject’s personal information shall not be provided to third parties.

(2) NLCS Jeju provides personal information only to the minimum extent necessary, with the

data subject’s consent, in the following cases to ensure smooth service provision.

Retention period
Recipients Purpose of provision Items provided and use
Cafeteria vendors Billing and | Student ID number, Upon purpose
collections grade, student name, completion
student photo, contact
information

(3) NLCS Jeju may provide personal information to relevant organizations without the data
subject’s consent in the event of an emergency, such as a disaster, infectious disease, incident,

or accident causing imminent life or physical danger or imminent property loss, as follows.

Recipient Personal information provided

Classification | Basis of law iy
organizations

* Name, resident registration number,
address, and phone number (including
mobile number)
* The following information for travel
Central Disaster | route identification and search and
Framework and Safety rescuc
Actonthe | Countermeasures | A. Information collected through
Management | Headquarters or | CCTV
of Disasters Regional B. Usage details of transportation cards
and Safety | Countermeasures | C. Date, time, and location of use of
Headquarters | ¢redit, debit, and prepaid cards
D. The name of the medical institution
on the prescription, phone number, and
date and time of treatment on the
medical record.

Disaster
response




Recipient

Personal information provided

as kidnapping
and
confinement

Classification | Basis of law o L.
organizations
* Name, resident registration number,
address, and phone number (including
mobile number)
* Prescriptions and medical records
according to the Medical Service Act
* Immigration control records for the
period determined by the Commissioner
. of the Korea Disease Control and
) Korea Disease | prevention Agency
Prevention 11]131“§ct1ous %ontrol and * In addition, the following information
and lsease revention to determine the travel route:
Control and | Agency (KDCA) . . .
management . A. Details of the use of credit, debit, and
finfectious | | revention or repaid cards according to the
obr Act Cities and p p' . . . g .
diseases provinces Specialized Credit Finance Business
nationwide Act
B. Transportation card usage details
according to the Act on the Support and
Promotion of Use of Public
Transportation
C. Video information collected through
visual data  processing devices
according to the Personal Information
Protection Act
Responding | Emergency * Minimum information required to
s ) The State and | . . A
to crisis, such Aid and identify emergency livelihood support
L local .. .
as livelihood | Support Act beneficiaries in cases where livelihood
. . governments X X
difficulties 1s difficult, etc.
Processing of
personal
information Personal
of persons Information Police
involved in Protection d * Video information, such as CCTV
. epartments
crimes, such Act

In this case, NLCS Jeju will provide only the minimum necessary personal information

required under the applicable laws and will not provide it for purposes other than those intended.




Article 5 (Entrustment of Personal Information Processing)

(1) NLCS Jeju entrusts the processing of personal information to ensure its smooth processing.

Organization Details of Outsourcing Period of Retention

iSAMs Student & Employee Information Permanent

My Concern Student & Employee Information Permanent

SOCs Student & Employee Information End of school year/withdrawl
School Cloud Student & Employee Information End of school year/withdrawl
SeeSaw Learning System, Communication Parents, Student Work End of school year/withdrawl
Google Google Workspace Cloud service accounts 1 year after graduation or end of school
Microsoft MS Office 365 Cloud service accounts End of school year/withdrawl
Kognity Online Learning System End of school year/withdrawl
Education Perfect Online Learning System End of school year/withdrawl
Destiny Library/Inventory Management Information Permanent

Ketih Johnson Timetable|Student & Teacher Information for timetabling End of school year/withdrawl
ManageBac Sixth Form Student Academic Information Permanent

When concluding an entrustment contract, NLCS Jeju specifies the prohibition of processing
personal information beyond the intended purpose of performing the entrustment, technical
and administrative protection measures, restrictions on re-entrustment, management, and
supervision of the person entrusted, and liability for damages in documents, such as contracts,
according to Article 26 of the Personal Information Protection Act. NLCS Jeju also supervises
whether the person entrusted handles personal information safely.

If the content of the entrusted work or the person entrusted changes, it will be disclosed without

delay through this personal information processing policy.

Article 6 (Destruction of Personal Information)

NLCS Jeju shall destroy personal information without delay when it becomes unnecessary,
such as when the personal information retention period expires or the purpose of processing is
achieved.

In cases where it is necessary to continue retaining the personal information according to laws
and regulations despite the expiration of the personal information retention period or the
achievement of the purpose of processing agreed upon by the data subject, the personal
information is transferred to a separate database (DB) or preserved in a different storage

location.



(3) The procedures and methods for destroying personal information are as follows.

1) Destruction procedure

NLCS Jeju shall establish a personal information destruction plan for personal
information that needs to be destroyed and destroy such personal information.
NLCS Jeju shall select the personal information that requires destruction and
destroy it with the approval of the person in charge of personal information
protection.

2) Destruction method

NLCS Jeju destroys personal information recorded and stored in electronic files
using technical methods so the records cannot be reproduced, and personal
information recorded and stored in paper documents is destroyed by shredding or

incineration.

Article 7 (Rights and Obligations of Data Subjects and Legal Representatives, and How
to Exercise Them)

Data subjects may exercise their rights to access, correct, delete, or request suspension of
processing of personal information at any time against NLCS Jeju.

The exercise of rights may be made against NLCS Jeju through writing, email, facsimile
transmission (fax), etc., according to Article 41 (1) of the Enforcement Decree of the Personal
Information Protection Act, and NLCS Jeju will act without delay.

The rights may be exercised through a legitimate representative, such as the data subject’s legal
representative or authorized person. In this case, a power of attorney shall be submitted
following the format of Annex No. 11 of the Notification on Personal Information Processing

Methods (No. 2023-12).



Requests for access to personal information and suspension of processing may restrict the rights
of the data subject following Articles 35 (4) and 37 (2) of the Personal Information Protection
Act.

Requests for correction and deletion of personal information cannot be made if the said
personal information is specified as the subject of collection in other laws and regulations.
NLCS Jeju shall verify whether the person making the request for access, correction, deletion,
or suspension of processing according to the data subject’s rights is the person making the

request or a legitimate representative.

Article 8 (Measures to Secure the Safety of Personal Information)

NLCS Jeju takes the following measures to secure the safety of personal information.

1. Administrative measures: Establishment and implementation of the internal
management plan, regular personal information protection training

2. Technical measures: Management of access rights to personal information
processing systems, installation of access control systems, encryption of unique
identification information, installation of security programs, storage of access
records, prevention of forgery and alteration, etc.

3. Physical measures: Access control to data storage rooms (computer rooms),

etc., use of locks for document security

Article 9 ( Matters Regarding Installation, Operation, and Rejection of Automatic
Collection Tools for Personal Information)
NLCS Jeju’s website uses “cookies” to store usage information and retrieve it from time to
time to provide personalized services to users.

Cookies are small pieces of information that the server (HTTP) used to run the website sends



to the user’s computer browser and are sometimes stored on the hard disk of the user’s personal

computers (PCs).

1. The purpose of using cookies: It is used to provide optimized information to
users by analyzing their visit and usage patterns, popular search terms, secure
access, etc., for each service and website visited.

2. Installation, operation, and refusal of cookies: You can refuse to save cookies
by setting the options in the Tools>Internet Options>Privacy menu at the top of the
web browser.

3. If you refuse to save cookies, you may experience difficulties in using

customized services.

Article 10 (Privacy Officer)
NLCS Jeju is responsible for the overall management of personal information processing and
has designated a privacy officer to handle complaints and relieve damage from data subjects

related to personal information processing.

Privacy Officer Safeguarding Officer
Name Young Kee Lee Name Henry Wiggins
Telephone/Fax 82-64-793-8101 Telephone/Fax 82-64-793-8410
number number
Email yklee@nlcsjeju.kr Email hwiggins@nlcsjeju.kr

The data subject may contact the privacy officer and the responsible department for all personal
information protection—related inquiries, complaints, damage relief, etc., that arise while using
NLCS Jeju’s services (or business). NLCS Jeju will respond to and process inquiries from data

subjects without delay.



Article 11 (Request for Access to Personal Information)

The data subject may request access to personal information following Article 35 of the

Personal Information Protection Act from the responsible department. NLCS Jeju will strive to

promptly process the data subject’s request to access personal information.

Personal Information

Retention Department and Access

Contact Information

Management

File Name Location
Admissions Office NLCS Jeju 82 64 793 8004
School Record NLCS Jeju 82 64 793 8824
Student Health Record NLCS Jeju 82 64 793 8735

Article 12 (Methods of Redress for Rights Infringement)

To seek redress for personal information infringement, the data subject may request dispute
resolution or consultation with the Personal Information Dispute Mediation Committee, the
Personal Information Infringement Report Center of the Korea Internet & Security Agency

(KISA), etc. For other personal information infringement reports and consultations, please

contact the organizations below.

» Personal Information Dispute Mediation Committee:(without the area code)

1833-6972 (www.kopico.go.kr)

> Personal Information Infringement Report Center:(without area code) 118

(privacy kisa.or.kr)

» Supreme Prosecutors’ Office:(without the area code) 1301 (www.spo.go.kr)

» Korean National Police Agency: (without the area code) 182 (ecrm.cyber.go.kr)




Individuals who have suffered an infringement of their rights or interests due to the actions or
negligence of the head of a public institution in response to requests following the provisions
of Articles 35 (Access to Personal Information), 36 (Correction or Erasure of Personal
Information), and 37 (Suspension of Processing of Personal Information) of the Personal
Information Protection Act may apply for an administrative appeal according to the provisions

of the Administrative Appeals Act.

» Central Administrative Appeals Commission Corporation: (without the area

code) 110 (www.simpan.go.kr)

Article 13 (Changes to Personal Information Processing Policy)
This personal information processing policy will be applied from (month/date of approval),
2024, and any additions, erasures, or corrections of changes according to laws and policies will

be notified on the website.



